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ABSTRACT

The detection of distributed denial-of-service (DDoS) attacks is still a difficult subject due to
the fact that attackers are constantly coming up with new and creative ways of getting through
the security systems that are in existence. The increasing sophistication of Distributed Denial
of Service (DDoS) attacks makes identifying them a crucial challenge in network security. The
aim of this research is to detect DDoS attacks using a hybrid approach that combines eXtreme
Gradient Boosting (XGBoost) and K-means clustering with feature similarities as determined
by the Minkowski distance. Rather than relying on the traditional Euclidean distance (p = 2),
used by K-Means, leading to issues such as sensitivity to the initial cluster centers and the risk
of converging on a local minimum, the study integrated the Minkowski distance metric to
enhance cluster compactness and flexibility in modeling traffic distributions. The resulting
cluster assignments are then integrated as additional features for supervised refinement using
XGBoost. Experimental evaluation conducted on the APADDoS dataset showed that the
proposed model achieves 90% overall accuracy, 95% precision, 90% recall, and an F1-score
of 91% when k = 3 clusters are employed, comparatively outperforming conventional K-
Means-based detection models. The results validate that integrating feature similarity measures
with gradient boosting enhances detection robustness, reduces false positives, and improves
detection capability in practical intrusion detection systems.

Keywords: Distributed denial-of-service (DDoS), unsupervised learning, clustering,
supervised refinement, Minkowski distance

1. INTRODUCTION

Today, internet services are essential for both individuals and businesses. With the growth of
network-based services, there has been a corresponding rise in network attacks aimed at
disrupting these services. Among these, Distributed Denial of Service (DDoS) attacks remain
one of the most prominent threats of the internet age. A DDoS attack targets networked
resources, such as memory or bandwidth, by overwhelming them with excessive requests until
they become unresponsive or unavailable. This attack method exploits the inherent throughput
limitations of network resources and their supporting infrastructures [1]. DDoS attacks rely on
numerous compromised devices known as “bots” that simultaneously send large volumes of
requests to a target system. The attacker, called the botmaster, builds this network of bots, or
botnet, by exploiting vulnerabilities in systems, whether due to physical weaknesses or
configuration flaws. Trojans and other forms of malware are commonly used to infect these
devices. Once enough systems have been compromised, the botmaster launches the attack,
flooding the target server or network to incapacitate it [2]. As a result, DDoS attacks pose a
significant threat to the availability and performance of online services, often rendering them
inaccessible to legitimate users.

Researchers have proposed various solutions, including traffic mining, behavioral analysis,

packet-level analysis, flow-level analysis, and deep packet inspection. Both conventional and
advanced intrusion detection/prevention systems offer some forms of DDoS protection [3].
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However, with attackers adopting increasingly sophisticated techniques, traditional signature-
based detection methods have become less effective. This has created the need for more
advanced and adaptive detection strategies. In this context, machine learning approaches have
gained attention. Several studies have demonstrated the potentials of machine learning
techniques in combating DDoS attacks, further strengthening the case for developing more
advanced ML-based detection models [3][4]. For example, K-means clustering, a widely used
unsupervised learning method, can help detect anomalies in network traffic by grouping data
based on feature similarity, potentially exposing abnormal patterns indicative of a DDoS attack.
However, K-means has limitations, such as sensitivity to the initial cluster centers, difficulty
handling outliers, and the risk of converging on a local minimum [5]. These challenges
highlight the need to integrate enhanced feature similarity techniques to improve detection
performance. This study therefore presents a DDoS detection model based on features
similarity and k-means clustering. The major contributions of this work are:

I.  Development of a hybrid approach that combines eXtreme Gradient Boosting
(XGBoost) and K-means clustering with feature similarities as determined by the
Minkowski distance to identify DDoS attacks.

II. A scalable and adaptable solution that ensures strong network protection while
effectively combating the constantly changing DDoS attack scenario.

The rest of this paper is organized as follows. Section 2 reviews related works on the detection
of DDoS attacks and the methods used. Section 3 describes the proposed method. Section 4
presents the experimental results obtained using this method. Finally, Section 5 presents a
conclusion of the article and recommendations for future work.

2. RELATED WORKS

Addressing the menace of Distributed Denial of Service (DDoS) attacks using traditional run-
of-the-mill detection techniques have become increasingly inadequate due to the emergence of
novel and sophisticated attack patterns. Consequently, researchers are tending towards
exploring robust machine learning and data-driven techniques for automated and adaptive
detection. Notably, the integration of advanced feature engineering and parameter tuning offers
promising performances in effective DDoS detection. Studies by [6] highlighted that feature
engineering niches such as filter, wrapper, as well as hybrid feature selection methods improves
the detection of DDoS traffic in machine learning models. Similarly, [ 7] emphasized that using
suitable feature selection methods can potentially improve performance and optimize
computational overhead in machine-learning-based DDoS detection models.

Due to its ability to adapt to changing attack patterns and avoid reliance on labeled data,
clustering-based unsupervised learning has emerged as a key component of DDoS detection.
Clustering methods, especially K-Means, have consequently been explored in the literature for
unsupervised or semi-supervised DDoS detection. Clustering models are considered valuable
for real time detections due to their internal mechanism of clustering traffic data based on
similarity. This mechanism allows normal and anomalous (attack) patterns to emerge without
requiring labeled data, thereby yielding high throughput. For instance, [8] modelled a K-Means
based ‘semi-supervised’ detection system using the CICIDS2017 dataset. The method included
the integration of hybrid feature selection and centroid clustering to obtain optimum centroid
which was then used for classification. The approach yielded very promising performance. The
study by [9] introduced an enhanced K-Means clustering model in detecting DDoS. The
centroid selection module of the K-Means was enhanced by using density and mutual
information metrics. This achieved a stable and high detection accuracy (>96%) across
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different DDoS variants. Other studies, for instance [ 10] illustrate the effectiveness of K-Means
in partitioning network traffic to detect DDoS behavior, including modified initializations and
dynamic windowing to handle large datasets [10].

Recent advances in clustering have shifted focus to the integration feature similarity functions,
rather than relying on raw traffic metrics. This idea of measuring similarity among feature
vectors has been shown to improve detection accuracy, particularly for low-rate or stealthy
DDoS. The study by [11] presents a DDoS detection model, based feature similarity. The
transformed feature spaces generated by the feature similarity module enabled enhanced
pattern discrimination for improved cluster analysis. This study illustrates the value of
similarity measures in clustering-based cyber-attack detection as corroborated in multiple
studies reviewed by [12]. The benefits of integrating feature similarity include dimensionality
reduction and enhanced discriminative prowess of learning models. Overall, the reviewed
studies show that K-Means clustering remains an effective detection technique, particularly
when supplemented with careful initialization and feature selection. Furthermore, standalone
clustering approaches often suffer from generalization issues, are sensitivity to high
dimensionality, and yield performances with high false positives. The integration of adequate
feature engineering and similarity measures significantly improves the effectiveness of
clustering models in detecting DDoS by emphasizing discriminative traffic characteristics.

3. METHODOLOGY

We present a hybrid DDoS detection framework that integrates feature similarity—based
clustering using Minkowski K-Means with supervised refinement via XGBoost. The overall
pipeline includes procedures such as data acquisition, preprocessing and feature engineering,
similarity-based clustering, supervised classification, and model evaluation. The framework is
designed to leverage unsupervised structure discovery while enhancing discriminative
performance through gradient boosting. Figure 1 illustrates the procedure flow of the proposed
DDoS detection model.
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Figure 1. The Architecture of the Proposed model

DDoS
attack.

3.1. Data Collection

The dataset used in this study was obtained from the Kaggle public repository with the url:
https://www.kaggle.com/datasets/yashwanthkumbam/apaddos-dataset. The dataset contains
151,201 traffic records and 23 attributes, labeled into three classes as BENIGN, DDoS-PSH-
ACK and DDoS-ACK. Since clustering is inherently unsupervised, class labels were removed
during the K-Means phase and retained only for supervised refinement and performance
evaluation. Categorical attributes (such as source and destination IP addresses) were
numerically encoded to enable distance-based computation. Given that the number of record is
depicted as n, and number of selected features represented by d, then the processed dataset is
defined as:
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X ={x1%5, ..., x,},x; € R? (D

3.2. Data preprocessing

In this stage, we include the feature selection and feature standardization approach on the
features of the dataset.

3.2.1. Feature Selection

In order to forestall the curse of dimensionality, contain computational overhead and stabilize
clustering, six traffic features were selected based on domain knowledge and DDoS behavioral
characteristics. They include Encoded source IP address, Encoded destination IP address,
Packet count, IP protocol, Byte count, Flow-related statistical attribute.

3.2.2. Feature Standardization
The K-Means clustering technique is distance-based, thus feature scaling is essential to
standardize the feature coefficients. Consequently, we applied Z-score normalization on the

feature set as follows:
Xij — Hj
Zjj = ——— (2)
j
where:
x;; = original feature value, t; = mean of the feature values and g; = standard deviation of

feature values. This ensures zero mean and unit variance: IE[zj] =0, Var(zj) = 1.

3.3. Model Development

3.3.1. Centroid Computation

The Elbow Method was used to determine the optimal number of clusters k. Given that C; =
cluster i and p; is the centroid of cluster i, we compute the Within-Cluster Sum of Squares

(WCSS) as follows:
K
2
wess@ =) Y lx-wlls @)

i=1 xeC;

The optimal number of clusters k corresponds to the point where marginal reduction in WCSS
diminishes significantly. The elbow method for optimal k is further illustrated in algorithm 1.

Algorithm 1: Elbowpoint heuristic for computing optimal centroid k
Input: Standardized dataset X,
Output: Optimal number of cluster k*
1. For k=1 to k,,:
a. Fit k-Means with k clusters
b. Compute WCSS(k)
2. Plot WCSS(k) vs. k
3. Select k™ at the elbow point
4. Return k*

The resulting plot is presented in Figure 2 showing number of clusters from k = 1 to 10. The
curve on the graph shows significant change in slope at k = 2 with some meaningful
improvement at k = 3, beyond which the discriminative abilities of the clustering begin to
diminish.
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Figure 2. Elbow point method for optimal k

3.4. Modified K-Means clustering with Minkowski Distance
Traditional K-Means uses Euclidean distance (p = 2), leading to issues such as sensitivity to
the initial cluster centers and the risk of converging on a local minimum. To address this
concern, this study generalizes similarity computation using the Minkowski distance:

1

p

Dy ) ={ D I = yylP “
j=1

where:
p=1
p = 1 gives Manhattan distance
p = 2 gives Euclidean distance

This adjustment introduces a flexibility that helps the clustering to better adapt to traffic feature
distribution and improve detection accuracy. Thus, the clustering objective becomes:

K
mcin z z D, (x, u;)?

i=1 xeC;

An algorithmic flow of the clustering process based on Minkowski distance is presented in
Algorithm 2.

Algorithm 2: Modified K-means algorithm
Input: standardized dataset X,, number of clustersk®, distance parameter p
Output: Clustered assignment C
1. Randomize initial centroids {u;, ..., 1}
2. Repeat until convergence
e Assignment step:

Ci ={x:D,(x, ;) < Dp(x, ”}')' vj}
e Update Step:

3. Stop when centroid displacement <e
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3.5.  Supervised refinement using XGBoost

XGBoost (Extreme Gradient Boosting) is an optimized distributed gradient boosting library
that is highly efficient, flexible, and portable. After the clustering, supervised refinement was
carried out using XGBoost as follows:

Cluster labels were appended to the feature matrix:

Xaug = [1X,IC] (5)

The augmented dataset was then used to train an XGBoost classifier. Given that f;, € F
represents a regression tree, while t is the number of trees, then XGBoost builds an additive
ensemble model:

5. = Z i) ©)

The objective function is:
n

£60 =31y, 9:9) + Z W) O

i=1
with regularization:

T
1
Q(f) =yT +§AZ w} (8)

j=1

Regularization was introduced to prevent overfitting where T = number of leaves; w; = leaf
weight. The XGBoost algorithm is presented in algorithm 3 as follows:

Algorithm 3: XGBoost Training algorithm
Input: Augmented dataset X,,,, labels y
Output: Trained ensemble model
1. Initialize predictions y©®
2. For t=1 to T:
a. Compute gradients and Hessians
b. Fit regression trees to gradients
c. Update predictions:

yO =3¢V +nf (%)
3. Return ensemble {fj,..,fr}

4. Result and Discussion

For the development of the system, an array of tools was used. The experiment was conducted
on a Windows system with the following hardware configuration: Processor Intel® Core™
Corei7 with speed 2.60 GHz, RAM of 16GB and a Hard Disk of 256GB SSD. The experiments
were designed to evaluate the effectiveness of the proposed Minkowski K-Means + XGBoost
hybrid model for DDoS detection.

4.1. Performance Evaluation Metrics
The detection model was evaluated based on metrics such as accuracy, precision, recall and F-
measure. Accuracy measures the overall classification correctness of the model as depicted in

equation 9.
TP + TN

TP + TN + FP + FN

Accuracy =

)
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Recall measures the proportion of actual attacks correctly identified and computed as presented

in equation 10.
TP

R=—— 10

TP + FN (10
Precision is calculated by dividing the number of positive predictions by the proportion of
accurate predictions. It measures the proportion of predicted attack instances that are truly
attacks.

P = v 11
~ TP+ FP b
F1-measure (F) is referred to as the precision and recall's harmonic average.
Fo 2*xPx*R 12
~ P+R (12)

Where:

TP (True Positives): Correctly classified positive cases.
TN (True Negatives): Correctly classified negative cases.
FP (False Positives): Incorrectly classified negative cases.
FN (False Negatives): Incorrectly classified positive cases.

4.2 Model Performance and discussion

The model’s performance was measured using clustering metric. To achieve this, tests were
performed on the model for correctness of results. The performance of the proposed model was
evaluated for different values of k (number of clusters) as displayed in Table 1.

Table 1 Showing a table of performance metrics scores
Metric k=2 k=3
Accuracy 86%  90%
Precision 76%  95%
Recall 71%  90%
Fl-score 76%  91%

The results show a significant improvement in the performance of the clustering model when
increasing from k = 2to k = 3. Atk = 3, the model achieves an accuracy of 90%, a precision
of 95%, a recall of 90% and a F1-score of 91%. The high precision (95%) indicates that the
model generates very few false positives, which is critical in DDoS detection to avoid
unnecessary mitigation actions. This is further visualized by the confusion matrix chart in
Figure 3, which demonstrates strong discriminative capability of the clustering model between
benign and attack traffic.
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Fig. 3. Confusion matric chart of the proposed model

Figure 4 shows the log-loss curve which confirms stable convergence of the model. The steep
decline in log-loss during early epochs indicates that the model quickly captures dominant
traffic patterns. Feature representations generated by Minkowski K-Means provide informative
structure for XGBoost.

XGBoost Log Loss
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Fig. 4. The log loss chat of the proposed model

The flattening of both curves suggests:

im£® . ~®

toT train val
This indicates that additional boosting rounds will not significantly improve performance, as
the model has converged. The close overlapping of the training and validation curves shows
the effect of the regularization in handing overfitting. Thus the model could be said to have
good generalization capability.

To further contextualize the model’s capability, it was compared with a similar state-of-the-art
by [13] which used augmented K-means clustering approach. Table 2 shows that our approach
outperformed [13] by approximately 4% in terms of accuracy, showing relative improvement
due to the introduction of the Minkowski distance. The results demonstrate that integrating
feature similarity-based clustering with supervised boosting enhances DDoS detection
performance.
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Table 2. Comparison with existing model related to the study.
Models Methodology Accuracy
Proposed model k-means with Minkowski 90%
distance and XGBoost

An augmented K-means clustering k-means with deep 86%
approach for the detection of autoencoders

distributed denial-of-service attacks

[13]

Unlike standard Euclidean K-Means, the use of the Minkowski distance metric improves
flexibility in modeling feature similarity. This allows better adaptation to the statistical
distribution of network traffic features. The improved cluster compactness contributes to higher
downstream classification performance. Although the elbow analysis suggested strong
separation at k = 2, empirical results show that k = 3 provides better discriminative power,
likely due to finer separation between the two DDoS variants. Furthermore, the incorporation
of XGBoost significantly enhanced the predictive capability of the model due to it inherent
capability to handling nonlinear relationships between traffic features. XGBoost also
minimized residual classification errors from clustering, and eliminated overfitting via
regularization. The high precision (95%) indicates strong robustness against false alarms,
which is essential in operational network security environments where false positives can
disrupt legitimate traffic.

5. CONCLUSON

The study presents a Distributed Denial of Service (DDoS) attacks detection framework based
on Minkowski K-Means clustering and supervised refinement with XGBoost. The objective
was to enhance predictive capability, accuracy and generalization capability of the model. The
experimental evaluation of the model yielded comparatively strong detection performance,
with an overall accuracy of 90%, precision of 95%, recall of 90%, and F1-score of 91% at k =
3. The confusion matrix analysis demonstrates strong discriminative capability of the
clustering model between benign and attack traffic. The incorporation of the Minkowski
distance metric enhanced clustering flexibility by allowing adaptive similarity modeling across
network traffic features. Unlike conventional Euclidean K-Means, this approach better
accommodates variations in traffic distributions. Furthermore, the integration of XGBoost
significantly improved classification performance by minimizing residual errors from
clustering and applying regularization to prevent overfitting. The log-loss analysis confirmed
rapid convergence, stable optimization, and strong generalization without evidence of
overfitting. Comparative evaluation showed that the proposed hybrid model outperformed
related clustering-based approaches, demonstrating the advantage of combining similarity-
based unsupervised learning with gradient boosting techniques. In essence, the study
establishes that integrating feature similarity measures with machine learning classifiers
provides an effective solution for DDoS detection. Future study may explore adaptive selection
of the Minkowski parameter p using optimization techniques.
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